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The rapid development of technology makes cyber security an increasingly important field. In recent years, both the 

number of cyber-attacks and their complexity have increased in the European Union. Therefore, it is particularly 

important to achieve a higher level of cyber security throughout the European Union. 

 

In this newsletter you can find: 
 

• Persons who fall under the scope of the Cyber Security Act  

• Obligations of the new subject of the Cyber Security Act  

• What happens when the law is not enforced 
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Dear reader, 
 

We would like to inform you that on December 10, 2025, the Riigikogu has adopted a law to transpose the 2nd 

Cyber Security Directive (NIS2) into Estonian law and amend the Cyber Security Act. The changes have entered 

into force on January 1, 2026.  

We have previously issued a newsletter1 in which we provided an overview of the draft act for the transposition of 

the NIS2 directive. By now, the Estonian Cyber Security Act has been brought into conformity with the NIS2 

directive. Since the Cyber Security Act, that had been in force before 01.01.2026, mostly regulated the cyber 

security requirements of the NIS2 directive, there was no necessity to make significant changes in Estonian law 

in order to transpose the directive.  

Below we will examine to what extent the NIS2 directive has been transposed into Estonian law, who belongs in 

the scope of application of the law and what obligations come with being a subject of the law. 

 

Persons who fall under the scope of the Cyber Security Act  

 

The main change made in the law is the addition of the list of persons within the scope of application of the Cyber 

Security Act with the subjects prescribed by the NIS2 Directive, which has led to the expansion of the existing 

requirements to new subjects (primarily in the private sector). Thus, it is possible that companies that were not 

covered by the Cyber Security Act based on the NIS1 Directive may now fall within the scope of the Cyber Security 

Act with the adoption of the NIS2 Directive. According to the draft act, after the adoption of the directive 

approximately 3,000 subjects will be added to the list of subjects within the scope of application of the law. 

The requirements of the Cyber Security Act apply to critical ("vital" in the directive) and important service 

providers. It should be noted that all vital service providers are automatically vital entities, but not all vital entities 

are automatically vital service providers. In order to avoid terminological confusion, instead of the term used in 

the directive "vital entity", the term "critical entity" was introduced in the Cyber Security Act. 

Some of the persons named in the Cyber Security Act fall within the scope of application of the law, regardless of 

their size and turnover. The corresponding entities are listed in subsections 2 and 4 of § 3 of the Cyber Security 

Act. However, companies not named in said provisions fall within the scope of application of the Cyber Security 

Act only if they meet certain thresholds for the number of employees and turnover or balance sheet volume and 

operate in the field listed in the law (subsections 3 and 5 of § 3 of the Cyber Security Act). 

 

Obligations of the new subject of the Cyber Security Act  

 

Since the aim of the directive is to ensure a clear overview of the entities within the scope of application, each 

Member State is obliged to draw up a list of critical and important entities and entities providing domain name 

registration services.  

Entities that fall within the scope of application of the law as of January 1, 2026 must submit information about 

the company, the sector and sub-sector of service provision, and the list of countries where it provides services 

to the supervisory authority, i.e. The Information System Authority, within three months from the date of 

compliance with the characteristics of a service provider. 

Subjects of the new Cyber Security Act must start ensuring cyber security, i.e. implementing security measures 

within three years of becoming a subject of the Cyber Security Act, i.e. January 1, 2026. Thus, subjects of the new 

Cyber Security Act have until December 31, 2029, to bring their activities into conformity with the requirements 

of the Cyber Security Act and start complying with them. Please note that, while according to the previous 

requirements security measures generally in the private sector were to be applied to a specific service (activity), 

 

 

 
1 Transposition of the NIS2 Directive into national law – what is the current state in Estonia? Available: 

https://www.roedl.ee/en/, heading ’’Publications’’ 

https://www.roedl.ee/en/
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the NIS2 directive stipulates that hereafter these measures must be applied to the entire organization of the 

subject.  

In case of a cyber incident of significant impact, the units are obliged to immediately notify the supervisory 

authority (The Information System Authority), who is responsible for the resolution of the cyber incident. 

 

What happens when the law is not enforced 

 

The Information System Authority (RIA) carries out national and administrative supervision over the fulfillment of 

the requirements set forth in the Cyber Security Act.  

RIA, as a supervisory authority, has the right to limit the use of the system or access to the system under certain 

conditions in order to combat an immediate heightened threat or to eliminate a disturbance. The RIA also has the 

right to carry out supervision, security audits, security checks, and to issue orders to stop illegal activities and to 

comply with the requirements of the law.  

In the event of failure to comply with the RIA's order, a fine of up to 70,000 euros may be imposed. 

In case of non-compliance with the requirements of the Cyber Security Act:  

- critical entities are punished with a fine of up to 10,000,000 euros or up to 2% of the total global annual 

turnover of the critical entity of the previous financial year (whichever amount is greater); 

- significant entities are penalized with a fine of up to 7,000,000 euros or up to 1.4% of the total global 

annual turnover of the significant entity in the previous financial year (whichever amount is greater). 

Summary 

 

The rapid development of technology makes cyber security an increasingly important field. In recent years, both 

the number of cyber-attacks and their complexity have increased in the European Union. Therefore, it is 

particularly important to achieve a higher level of cyber security throughout the European Union. 

Check whether your company meets the characteristics of a service provider set out in Cyber Security Act and 

therefore falls within the scope of the law. If so, take all necessary measures to ensure your company's cyber 

security as soon as possible, but no later than three years after the law has entered into force. 

In case you need any assistance with this matter, please do not hesitate to contact us! 
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This Newsletter offers non-binding information and is intended for general information purposes only. It is not intended as 

legal, tax or business administration advice and cannot be relied upon as individual advice. When compiling this Newsletter 

and the information included herein, Rödl & Partner used every endeavour to observe due diligence as best as possible, 

nevertheless Rödl & Partner cannot be held liable for the correctness, up-to-date content or completeness of the presented 

information. The information included herein does not relate to any specific case of an individual or a legal entity, therefore, it 

is advised that professional advice on individual cases is always sought. Rödl & Partner assumes no responsibility for 

decisions made by the reader based on this Newsletter. Should you have further questions please contact Rödl & Partner 

contact persons. The entire content of the newsletter and the technical information on the Internet is the intellectual property 

of Rödl & Partner and is protected by copyright. Users may load, print or copy the contents of the newsletter only for their own 

use. Any changes, duplication, distribution or public reproduction of the content or parts thereof, whether online or offline, 

require the prior written consent of Rödl & Partner. 
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