Dear reader,

Do you belong among companies which need to ensure their cybersecurity in the world of rapidly
evolving technology resulting in heightened cybersecurity risks? If yes, then this Newsletter is for you.

Transposition of the NIS2 Directive in Estonia

The second version of the Network and Information Security Directive (hereinafter NIS2 Directive)
entered into force in 2023. The NIS2 Directive is a vast legislation in the European Union which provides
measures for higher-level cybersecurity. The NIS2 Directive stipulates a broader list of sectors subject
to the foreseen updated measures and obligations compared to the original NIS Directive (hereinafter
NIS1 Directive). Also, with NIS2 Directive, an updated sanctions regime for non-compliance is
introduced.

The NIS2 Directive has not yet been transposed into Estonian law. In December 2024, the Government
of the Republic prepared the relevant draft law to transpose the NIS2 Directive on a national level mainly
by amending the national Cybersecurity Act. In addition, minor amendments to other relevant laws are
planned with the draft law. Pursuant to the draft law, planned date for entry into force of the national
law, transposing the NIS2 Directive, is July 1, 2025.



http://www.roedl.ee/en

Companies subject to the NIS2 Directive
First and foremost, the NIS2 Directive addresses medium and large companies. The NIS2 Directive

differentiates between essential and important entities. Large companies are usually considered
essential entities and medium-sized companies are usually considered important entities. For example,
a large company with 250 or more employees and minimum annual turnover of 50 million is considered
an essential entity.

However, the classification foreseen by the NIS2 Directive may vary - for example, small companies in
the sector of public administration and medium-sized companies who provide public electronic
communications service are considered essential entities. Also, in some cases, a company can be
considered an essential or important entity regardless of its size, for example, in the sector of research.

Pursuant to the draft law, the amended Cybersecurity Act will be applicable to a company on two
conditions:
1) exceeding the threshold set for numerical indicators (50 or more employees per year and annual
turnover or balance sheet exceeding EUR 10 million), and
2) being active in a field listed by the law.

However, please note that the prerequisite for exceeding the threshold set for numerical indicators does
not apply to some companies, such as essential service providers.

As a result of the NIS2 Directive, the Estonian draft law imposes inter alia the obligation of notifying
relevant authorities of severe incidents on essential service providers and other sectors, for example,
the sector of energy, waste, fuels, transport, finance, healthcare, ICT (information and communication
technology), research, space, food (in the case of being active in wholesale, industrial production and
processing) and public administration.

As mentioned above, the NIS2 Directive scope is broader. This means that companies, to which the
Estonian Cybersecurity Act based on NIS1 Directive does not apply, may become subject to new
requirements due to the transposition of the NIS2 Directive in Estonia. Thus, if your company has not
been subject to the Estonian Cybersecurity Act so far, it is possible that the situation will change once
the national law (transposing the NIS2 Directive) enters into force.

According to the Ministry of Justice and Digital Affairs, the state plans to introduce a tool to help
determine whether companies are considered subject to the amended law. However, no further
information on this is currently provided.

Sanctions in case of non-compliance with the law

As of entry into force of the law transposing the NIS2 Directive, obliged companies will have 3 years to
comply with cybersecurity requirements prescribed by the law(s). Pursuant to the draft law, in case of
non-compliance, sanctions are set forth.

The NIS2 Directive prescribes that the sanctions shall be effective, proportionate and dissuasive. The
sanctions foreseen in the draft law are notably higher compared to the sanctions in force as of today
(today up to EUR 20 000).

Pursuant to the draft law, in case of non-compliance with the law:
- essential entities are punished by a fine up to EUR 10 000 000 or up to 2% of the global total
annual turnover of the owner of the company (depending on which sum is bigger);
- important entities are punished by a fine up to EUR 7 000 00O or up to 1,4% of the global total
annual turnover of the owner of the company (depending on which sum is bigger).

Due to Estonia’s digital advancement, it is important that all Estonian companies subject to the
requirements comply with them. In Estonia, many digital environments are in use, like the E-Business
Register. Use of these digital environments needs to be secure.

If your company is active in the sector(s) subject to the new requirements, then fast action to incorporate
necessary renewed technical and organisational approach is crucial as soon as possible but not later




than within three years as of the national law (transposing the NIS2 Directive) entering into force in July
2025.

Please note that this Newsletter is written on the basis of the draft law which means that final details
will be made known as soon as the Riigikogu has passed the law.

In case you need any assistance with this matter, please do not hesitate to contact us!
Best regards
Alice Salumets

Head of Office Estonia, Partner
alice.salumets@roedl.com
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